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AHHOmMayusA: CTaThs MOCBSIIIEHA IPAKTHYECKOMY TIPUMEHEHUIO HEMPOHHBIX CETEH JUI pelleHus 3a1a4
TeHepanny Kpunrorpaduyeckux KIo4eld W aHan3a CeTeBOro Tpaduka ¢ 1enpio OOHApYKEHUS BTOPKEHHU.
B kadecTBe cpezicTBa peanu3alii MCHONB30BATHCH s3bIK Python u psg Oubnmorek. s 3amaun renepanuu
KJIFOUeH PUMEHSJICSI MHOTOCTIOWHBIN TIEpCeNTPOH, BKIIOYAIOIINI TpH cos 1 o0yuaBIuuiicss Ha Habope ciy-
YailHBIX BEKTOPOB, KaXbIil U3 KOTOPBIX COCTOSUT U3 AECATH cilydyalHbIX uucen. Ha Beixone nmomyuaercs 128-
OuTHasi OMHApHAs TOCJIEJOBAaTEIBLHOCTh, KOTOPAs MOXET HCIOJIb30BaThCs B Ka4eCTBE KPUITOTPAPUUECKOTO
KIfoda. Moziens sl aHaM3a ceTeBoro Tpaduka oOydyanack Ha Habope JaHHBIX, KOTOPBIH OBLT MpenBapu-
TENBHO 00paboTaH C IENIbI0 COKPAIIEHUS Pa3MEPHOCTH, MOBBIIICHUS TOYHOCTA OOHAPYKEHUSI CETEBBIX aTak.
Kaxmas u3 mozeneit oOy4anace B cTo 31mox. B xoze BIOTHEHUST pabOThI TaKkKe aHAJIH3HUPOBAIOCH KAYECTBO
MIPEJUIOKEHHBIX pellleHui. [ creHepupoBaHHBIX KIIOUEH SHTpomus olneHuBaiach no ¢opmyne lllenHona.
Jis mocTpoeHHON MOIEeNH PHTPOIUS OKaszajach ONHM3Ka K €JUHHIIE, YTO TOBOPUT O BO3MOXXHOCTH TIPHMeE-
HEHUs TaKoro mojxopaa. [y olleHKH KadecTBa MOJENIH aHali3a CEeTEeBOro TpaduKa NMPUMEHSIACh METPHKa
accuracy. AHanM3 TIOKa3aJ, 4TO MPEAJIOKEHHAs] MONEIh He TepeoOydaeTcs, €€ TOYHOCTh IpeBbimaetr 99%,
YTO 03HAYAET, YTO OHA XOPOIIO MOAXOAUT JUIS KIACCU(PUKAIINN CETEBOTO MOJKITFOUCHHUS.
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Abstract: we studied the practical application of neural networks to cryptographic key generation
and network traffic analysis. The latter task plays a key role in intrusion detection systems. We implemented
our approach in Python using specialized libraries. For key generation, we employed a three-layer multilayer
perceptron trained on random vectors containing ten random numbers each. The network produced a 128-bit
binary sequence suitable for use as a cryptographic key. The entropy of the generated keys was estimated
using Shannon’s formula; the resulting entropy was close to one, indicating the feasibility of the proposed
approach. For network traffic analysis, we trained a model on a preprocessed dataset. The preprocessing
reduced dimensionality and improved attack-detection accuracy. Each model was trained for one hundred
epochs. Model performance was evaluated using the accuracy metric. The results showed no signs of
overfitting, and the model achieved an accuracy exceeding 99%, demonstrating its suitability for network
connection classification.
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BBenenue

K nacrosimeMy MoMeHTy HelipoHHBIE ceTH [1] MOdy4ymin MUPOKOE pacHpOoCTpaHEHHE B CaMBIX pas-
JUYHBIX 001aCTAX YEIOBEUSCKOU ACSITENFHOCTH, TAKUX Kak o0paboTka mymbTuMenua [2], cyneOHas Memaunu-
Ha [3], IporHO3upOBaHKE TOTPEOHOCTH B JICKAPCTBEHHBIX Mpernaparax [4], aHauu3 KPeIuTHBIX PUCKOB [5, 6]
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oubnunoreuHoe aeno [7], cynocrpoenue [8], nnpopmarnronnas o6ezonacHocts [9, 10] u apyrux. B obnactu un-
(hopManOHHOH 0e30MMacHOCTH HEMPOHHBIE CETH HAXOAT MIPUMEHEHHE, HallpuMep, B 3a[a4axX KPUITOAHAIN3A,
npy oOHapyKEHUH aHOMAaJIHM{ U BTOP)KEHHI B CHCTEMax 3ailuThl nHpopManuu [11], B reHepauu rnceBrociy-
YailHBIX MOCIIEN0BATEIBHOCTEN U Kiltouell. B TaHHON cTaThe MpeaioKeH BApUaHT pEeLIeHUs 3a0a4l FeHepalun
KpUNTOrpaguyecKux Kiouel 1 OMHapHON KIacCU(UKALMK CETEBBIX MOAKIIOUCHUH.

IHocTranoBka 3a1aun
Lenbro paboTHI SABISUIACH pealin3alius MPUMEHEHU HEWPOHHBIX CeTed IS TeHepalliu Kpunrorpadu-
YECKHX KIIIOYEH M aHanm3a ceTeBoro Tpaduka. s 3Toro 0610 HEOOXOAMMO PEIIUTH CICAYIONINE 3a/1a9H:
1. CreHepupoBaTh KpUNITOrpapUISCKUI KITFOY C ITOMOIIBI0 MHOTOCIOWHOTO niepcentpona (MLP).
2. OUeHUTh XapaKTepUCTUKY CTEHEPUPOBAHHOTO KITI04a (SHTPOIIHIO).
3. Hcmonp30Bare HEHpOCETEBYIO MOIENH Ui aHAIHM3a JlaTaceTa, COJAepIKallero JaHHbIe CETeBOTO Tpa-
¢duka (IDS).
4. OnueHuTh Ka9eCTBO OOYUCHHOW MOJEITH.

Cpencrsa peaJn3anum
B KkauecTBe cpeicTBa peanu3alyy KCHOIb30BATUCE A3bIK Python m Takue 6ubmMoTekH, kKak pandas,
numpy, random, tensorflow, keras, matplotlib.pyplot.

I'enepanus kpunrorpadguueckoro KiK4a

JIst reHepanuu Kiroya MOCTPOEHa MPOCTasi MOAEIb HEUPOHHOM CETH — MHOTOCIIOMHBIN IIEPCENTPOH
(MLP) [1], nmpuHAMarOIIas Ha BXOJ CIyYaiHBIN IIyM W reHepupyromas 128-0utHblil OnHapHBIH Kitod. O0y-
YeHHE IPOBOJUTCS HA CIly4alHBIX JAaHHBIX. B pesynbrare reHepupyercs HOBBIM KIt0Y. J[JIs OLEHKU KayecTBa
IIOJIyYEHHOT'0 KIJIF0Ya MCIOJIb30BalaACh SHTPOIHUSA, IOJ KOTOPOM MOHUMAETCS MEpa HEONPEIECIICHHOCTH WU
ciryyaiiHocTd. B kpuntorpaduu BbICOKast SHTPOIUS KJII0Ya 03HAYAET XOPOIIYI0 YCTOHYMBOCTD K aTakaM. JH-
Tporus paccuntbiBaeTcs mo dhopmyne lllennona (1):

H == p(x)logyp(x), (1)

r1e p(x) — BEpOATHOCTb MOSBJIECHUS CUMBOJIAa B Kitoue. [IpueMieMbIM Mmokas3arenb CUUTACTCsl, €CIH €ro 3Ha-
YyeHne npuommxaercs K 1.

Ha nepBonauansHOM 3Tare 6610 HEOOXOAUMO CIPOEKTUPOBATH MHOTOCIONHEBIN niepcentpon (MLP),
KOTOPBIN OyJeT MCIIOIB30BaThCS Il 00yUeHHS M TeHepalliy HOBBIX Kitoueil. MLP comepxut Tpu cios:

- CIIOH, MPUHUMAIOUIMK Ha BX0J BekTop u3 10 ciryyaifHbIX yncen (mpuMeHseTcs (DYHKIHS aKTHBALUN —
relu);

- CKPBITBIH cjIol (MpuUMeHseTCs PYyHKINSA aKTHBAMKH — relu);

- cnoii, Bo3Bpammaouuii 128-0uTHbIN Kitod (mpuMeHseTcs QyHKIN aKkTHBanuy — sigmoid).

3arem npousBoautcs reneparus 1000 crydaifHBIX BEKTOPOB YHceN s 00ydeHus. B kauecTse mene-
BOIl IepeMEHHOI BBICTYIIAIOT CIy4aifHO CreHepupoBaHHbIe Kitourd. Moxens obydaercs 100 amox.

Jiist reneparuu (TIpeackasaHust) HOBOTO KJIF04a HEOOXOANMO CTEHEpUPOBATh CIIyYaiHbIN IIyM (BEKTOP
uHol 10) ¥ mojare Ha BXoz OOYYCHHOW MOJENH HEHpOHHO# ceTw. Mojenb BbIIACT MpeCKa3aHue, npu
WHTEPIPETAIA KOTOPOTO TOTyYaeTCs] HOBBIM CTeHEpHUPOBAHHBIM KPUMITOTpadUIECKHNA KITIOY.

J11st o1leHKH KadecTBa UCIOJIB3YETCsl SHTPOIHS, paCCUMTaHHas 110 clienuanbHol Gpopmyne (1). Pesynb-
TaT OTOOpakaeTcs Ha HKpaHe. B kadecTBe mpumepa pacCMOTPHUM pPe3ybTaThl TPEX TECTOB.

Pezynprar 1:

*#* [enepanusa u aHaiu3 Kiroga ***

CreHepupoBaHHbBIN KPUOTOTPAdUUSCKUM KITIOU:

000111111100110100100000101011100011101100001101000001000011000000000110110011110011
0101110000101011100100011000010010001001111

OuTponus kimroda: 0.9887

Pesynprar 2:
*#* [enepanys U aHaIM3 Kifoga ***
CreHepHpOBaHHBINA KPUNITOrpapUISCKUI KITHOT:
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UX KAI0Yell U aHAIU3a Cemeso2o mpagbuka

101001000011111001010000110011111111111011000100101000100011010101101001011010011100
0001000100111111000101111101010011111011011
Ontponus kiatoua: 0.9972

Pesynprar 3:

*%%* [eHepanus v aHaIM3 Kiroya ***

CreHeprpOBaHHBIA KpUNITOrpadUuecKuid KITFO4:

100110000010010011110011111100110110100000111111011111101111111000000010010001110011
1010000110011001001000110001100001011100111

Ontponus kiaroua: 0.9998

Kak MOXHO BHIETH, B KaXIOM M3 CIlydaeB ObUT CreHEpHUpPOBAH YHUKAJIbHBIN 128-OMTHBIN KITIOU C
OYeHb BBICOKUM (OMM3KMM K 1) moKazaTeneM 3HTPOIHH, YTO MO3BOJAET CUMTATh, YTO MOCTPOEHHAs MOAETb
HEHPOHHOI CeTH MPUTOAHA IS TEHepaIlii KPUNTOrpahUIecKiX KITFOUeH.

AHanu3 Tpadguka ¢ IOMOUbI0 HEHPOHHOI ceTH

Heiiponnble ceTr Takyke MOTYT MCIIOJNB30BAThCA IS aHAJM3a AaTaceToB, COIEpKANX HH(POPMAIHIO
0 CETEeBBIX MOJAKIOYCHUsX. B pamkax maHHOW paboThl OymeT wcmonb3oBaThcsl HaOop maHHBIX NSL-KDD,
MIPUMEHUMBIH I 3a/1ad cucteM oOHapyxeHus Bropxkernit (IDS). Hanneni naracer Bxiodaer 6omee 100000
npeAHa3HaYeHHbIX A 00ydeHus u 6osee 20000 npenHasHAYEHHBIX AJs1 TECTUPOBAHUS 3alIUCEH O CETEBBIX
COEIMHEHUSX, MPOUCXOIAIMNX ¢ uctonb3oBanueM npotokonos TCP, UDP, ICMP, kaxxaoe u3 KOTOpEIX ompere-
JIETCS KaK «HOPMaJIbHOE» MM KaK OIWH U3 BUIOB aTak. dparMeHT JaHHBIX C BBIACICHHON XapaKTEepUCTHKON
BUJIa «KHOpMAaJIbHOE / OJIMH W3 BHJOB aTaKm» NPHUBEICH Ha puc. 1.

).00,0.00,150,25,0.17,0.63,0.17,0.00,0.00,0.00,0.05,0.60, normal , 20
5,0.0@,255,1,0.00,0.60,0.88,0.00,0.00,0.00,0.00,0.00,normal, 15
97,0.00,255,26,0.10,0.05,0.00,0.00,1.00,1.00,0.00,0.00 neptune 19
00,0.00,30,255,1.00,0.00,0.03,0.04,0.03,0.01,0.00,0.01,normal,21
).00,0.09,255,255,1.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,normal , 21
.06,0.00,255,19,0.07,0.07,0.00,0.00,0.00,0.00,1.00,1.00,neptune, 21
06,0.00,255,9,0.04,0.05,0.00,0.00,1.00,1.00,0.00,0.00, neptune, 21
.06,0.00,255,15,0.06,0.07,0.00,0.00,1.00,1.00,0.00,0.00, neptune, 21
)9,0.05,0.00,255,23,0.09,0.05,0.00,0.00,1.00,1.00,0.00,0.00, neptune, 21
06,0.00,255,13,0.065,0.06,0.00,0.00,1.00,1.00,0.00,0.00, neptune, 21
.06,0.00,255,12,0.05,0.07,0.00,0.00,0.00,0.00,1.00,1.00,neptune, 21
06,0.00,255,13,0.05,0.07,0.00,0.00,1.00,1.00,0.00,0.00, neptune, 21
00,0.43,8,219,1.00,0.00,0.12,0.03,0.00,0.00,0.00,0.00,normal , 21
).00,0.00,2,20,1.00,0.00,1.00,0.20,0.00,0.00,0.00,0.00 warezclient,15
9.00,255,1,0.00,0.07,0.00,0.00,1.00,1.00,0.00,0.00,neptune, 19
,0.05,0.00,255,2,0.01,0.06,0.00,0.00,1.00,1.00,0.00,0.00,neptune,18
.00,0.22,91,255,1.00,0.00,0.01,0.02,0.00,0.00,0.00,0.00,normal , 21
9.00,1,16,1.00,0.00,1.00,1.00,0.00,0.00,0.00,0.00, ipsweep 18
.00,66,255,1.00,0.00,0.02,0.03,0.00,0.00,0.02,0.00,normal, 21

Puc. 1. @paemenm dannvix damacema

JlarHas mociaen0BaTeNbHOCTD MPEICTaBIsAeT OO0 MOTOK AAHHBIX MEXIy MCTOYHHUKOM M aapecaToM
CETEBBIX IAKETOB B COOTBETCTBUU ¢ IP-ajgpecoM, ykazaHHBIM B 3arojoBKE IAKeTa, U COAEPKUT UHCIOBBIE
Y HEe4HCIIOBHIE JaHHBIe. B paMkax maHHOW paboTHl Moaens HEHPOHHOH ceTH oOydanach KiacCH(pHUIMpOBaTh
CeTeBOE COCOMHEHHE KaK HOpMaJbHOe (normal) nim copeprkalee Kakyro-Iu0o aTaxy.
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[epen ucnonb3oBaHueM JaHHOTO Habopa TPeOyeTcs BBIMOTHUTH MPenoOpadoTKy, MPOBEs KOAUPOBa-
HHC METOK U COKpAIlleHHE pa3MEpPHOCTH. J[JIs 3THX Iemeil MCKITI0YaroTCsl HEYUCIIOBIC TPU3HAKK (HarmpuMmep,
TCP kogupyercs 0, UDP — 1, SMTP — 2), meTku «normal» 3amensirorcst Ha (), METKH aTak 3aMeHSFOTCS Ha 1.
Taxxe MPOU3BOIUTCS COKPAIICHUE Pa3MEPHOCTH 3a CUET YCTPAHCHHSI MaJO3HAYUMBIX TTapaMeTPOB, UTO IO3-
BOJIUT YCKOPUTH BBIYUCIICHHS, IIPOU3BOANMBIC HEHPOHHOH CEThIO, TOCKOIBKY COKPAIAETCS YACIO HEHPOHOB
BXOJHOTO CJIOSI U TEM CaMBIM TOBBINIAETCS TOYHOCTh OOHAPYKEHUS CETEBBIX aTak Onaromapsi KOHIICHTPAIUU
o0y4eHus1 HEeHPOHHOM CeTH TOJBKO Ha 3HAYMMBIX IMapaMeTpax. Ba)KHOCTh mapamMeTpoB OIleHHBaIach SMIUPH-
YECKH: 3a OJIMH Pa3 YIaJsUICs OJMH MapaMeTp W Ha MMOJyueHHOM Habope aHHBIX 00ydyanach U TECTUPOBAIACh
HelipoHHas ceTh [12]. Bo Bpems TecTUpoBaHUSA (PUKCHPOBAIHUCH TMOKA3aTeIH KadecTBa HEHPOHHOW CETH I10
METpPUKE: TOUYHOCTh Kiaccupukanuu — precision (2), Tak Kak JaHHAs METPUKA HE 3aBHCUT OT COOTHOIIIC-
HUS KJIacCOB M TIOTOMY NPUMEHHMA B YCJIOBHSIX HECOATaHCHPOBAHHBIX BHIOOPOK, K KOTOPBIM OTHOCHTCS U

NSL-KDD:
TP

TP+ FP’ @
rne TP — True Positive — kmaccupukaTop BepHO OTHEC OOBEKT K paccMarpuBaeMomy kimaccy, FP — False
Positive — knaccuukaTop HEBEpHO OTHEC OOBEKT K pacCMaTpUBaeMOMY KIIACCY.

Otaensiercs 1eneBas mepeMeHHasi, JTaHHbIe HOPMAIHU3YIOTCS U JCTATCSA Ha OOYJaroNIyl0 U TECTOBYIO
BeIOOpKH: 80% — oOyuaromas BeIOOpKa, 20% — TecToBast BRIOOpKa. 3aTeM CTPOUTCS aHAIOTHYHAS HEHpOHHAS
ceTh sl OMHAPHON Kiaccu(UKaIuK, ColepIKallas 4yTh MEHbIIIee KOJTUUECTBO HEUPOHOB.

precision =

TOYHOCTE MOOENM Ha TeCTOBLIX AaHHbX: 99.58 %

L2 3 rp&LTJHK. O

Accuracy per Epoch

0.9975 1 —— Train Accuracy —
—— Val Accuracy

0.9950
0.9925 A

0.9900 -

0.9875

Accuracy

0.9850 A

0.9825 -

0.9800 A

T T T

0 20 40 60 80
Epoch

Puc. 2. Tounocms mooenu

[TocTpoennas momens oOydaetrcs 100 3mox Ha npemoOpadOTaHHBIX paHee MaHHBIX. s 0OydeHHOM
CeTH MPUMEHSETCS METPUKA accuracy, omucbiBaeMas Gpopmynoi (3):
TP+TN 3)
TP+ TN+ FP+FN’
rne TP u FP uMeroT TOT e CMBICH, 9To U B opmyie (2), a TN (True Negative) u FN (False Negative) o3Ha-
YaI0T, YTO KIacCH(PUKATOP BEPHO M HEBEPHO YTBEPKIACT, UYTO OOBEKT HE MPUHAICIKUT K PACCMATPHBAEMOMY

accuracy =
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KJIacCy, COOTBETCTBEHHO. [lomyueHHass TOYHOCTh MOJIEIH BBIBOAUTCS HAa DKPaH, a TAKXKE BU3YalU3UPYETCS C
MOMOIIEI0 TpaduKoB (pHcC. 2).

AHanu3upysi NMOJYYCHHBIH rpaduK, MOXKHO 3aMETHTh, YTO 00€ KPHBBIC TOIHUMAIOTCS BBEPX, 4YTO
O3HaYaeT, 4TO MOJIENb 00yyaeTcs U CTAHOBUTCS KadyeCTBEHHEee Ha 00enx BhIOOpKax. Takxke pacTeT U cTabmiIu-
3UPYETCs BAIMAANMOHHAS TOYHOCTh: MOJIENb He NiepeolOydaercs. A MalleHbKUI pa3pbiB MEXIly 00ydaromien u
BalTUAAIIMOHHON TOYHOCTHIO TaK)Ke TOBOPUT 00 OTCYTCTBUHU TIepeoOydeHust. Takum 06pa3om, MOXKHO C YBEpEH-
HOCTBIO CKa3aTh O TOM, YTO MOCTPOEHHASI MOJIENb OTIIMYHO CIIPaBIsIeTCs C 3aadeil Kiaccu(uKaiu craryca
CETEBOTO MOAKIIOUCHHUS B yKa3aHHOM Habope JaHHBIX.

3akJ/oueHue

B xone BbImonHeHUs naHHOW pabOThI pean3oBaH COCO0 TeHEpaluu KPUITOrpaduIecKuX KIouei
C MIPUEMIIEMOH CTENEHBIO CIYYalHOCTH, YTO MOATBEPHKAACTCA PACCUUTAHHON SHTPOIUEH, C UCIIOIB30BaHUEM
MHorocorHoro nepcentpona (MLP). Taxke moctpoeHa u oOydeHa HeWpoceTeBas MOACTb I OWHAPHOU
KJIacCCH(PMKAILMU CEeTEeBBIX aTak, MPOBEJEHA OIEHKa TOYHOCTH MOJEIH Ha TECTOBOW BBHIOOPKE W MOCTPOEH
rpad K, BU3yalTU3UPYIOMINK KaueCTBO O0ydeHUsI.
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